SA WG2 Temporary Document

Page 1

SA WG2 Meeting #129bis
S2-1812048
November 26-30, 2018, West Palm Beach, USA
(revision of S2-18xxxxx)
Source:
T-Mobile USA INC
Title:
Additional Evaluation Comments for Self-Learning Solutions
Document for:
Approval
Agenda Item:
6.28
Work Item / Release:
FS_RACS / Release 16
Abstract of the contribution: Proposes evaluation comments for solutions with self-learning capabilities highlighting potential for database poisoning.
Discussion

Several solutions include a mechanism for “self-learning” the capabilities of the UE for re-use towards similar devices subsequently accessing the network.  There is a risk that the “self-learning” capability opens the network to “database poisoning”, where malicious users deliberately attempt to confuse the mapping between ID and capabilities.  The following look at the solutions that have “self-learning” and groups them according to how that learning occurs.
Solutions #2, #6, #7, and #9 (based on solution #6) have a self-learning mechanism that involves the UE sending a capability ID and if no match is found in the network allow the network to request the UE to send the full set or partial set of applicable capabilities – the solutions then allow for this data to be used for subsequent devices using the same capability ID.  These solutions pose a risk of maleficent devices associating incorrect capabilities with a capability ID re-used by other devices – SA3 will need to study and define mitigation techniques to detect and prevent such devices from “poisoning” the network databases.
Solutions #5, #8, and #10 have a self-learning mechanism that is triggered by either the UE sending a blank or null capability ID, or the UE sending a capability ID that does not match a network record – the network then requests the capabilities from the UE (full or partial), and it is the network that associates the capability with a network provided ID that is communicated to the UE – it is optional if the network re-uses this ID for future devices with the same capabilities, if it does the network perform a capabilities match before re-using the ID.  These solutions pose a risk of maleficent devices associating incorrect capabilities with a capability ID, however as the matching and assignment of a UE to a capability ID is performed in the network, subsequent devices will not be matched with incorrect capabilities.
Solution #3, uses a calculated value as the capability ID (calculated from the set of capabilities), that is sent to the network, if the ID is not recognized the UE capabilities are requested, and the network associates the capabilities with the ID – this is then re-used for subsequent devices with the same calculated ID.  This solution has a risk of maleficent devices associating incorrect capabilities with a capability ID, however as the network re-calculates the capability ID from the set of capabilities, subsequent devices will not be matched with incorrect capabilities.
Currently TR 23.743 does not include any evaluations on the self-learning risks – it is proposed to add text to the evaluation sections for the above solutions related to “self-learning”.  Many of these sections do not include any evaluator text and so a FFS is added to clarify that the evaluation of the “self-learning” capability is not an evaluation for the entire solution.
Proposal
It is proposed to make the following changes to TR 23.743:

**** Start of Changes ****

6.2.5
Evaluation


This solution provides functionality to enable “self-learning” of UE RAN capabilities and mapping to UE Capability ID.

The “self-learning” functionality uses UE supplied RAN capabilities and matches them to the UE supplied Capability ID, this may allow maleficent devices to pre-emptively populate the database with incorrect mapping between Capability ID and RAN Capabilities – further functionality will be necessary for implementations to detect and reject such abuse.

Editor's note:
Further evaluation is FFS.

**** Next Change ****

6.3.5
Evaluation

This solution supports that the network is protected against malicious updates of UE Capability ID's and corresponding UE Radio Capabilities.
This solution option1 does not accommodate for collisions especially about the network will be able to detect them. For instance, if the 64Kbyte radio capabilities of UE A produce after HASH a UE-Capability-1 of 256 bits, but UE B with different set of radio capabilities produce after HASH UE-Capability-1 the network will not be able to detect this collision without additional information. Even if such occurrence is rare, any occurence can lead impacted UEs of the same type being in continuous mis-operation or no service.

One way that this can be alleviated is that the hash value of the UE-Capability-1 is also accompanied by another fixed identifier e.g. TAC or manufacturer-ID as in option2.
This solution provides functionality to enable “self-learning” of UE RAN capabilities and mapping to UE Capability ID.

The “self-learning” functionality uses UE supplied RAN capabilities and matches them to a network calculated (AKA the HASH) Capability ID (this ID is also calculated by the UE), this prevents maleficent devices to pre-emptively populate the database with incorrect mapping between Capability ID and RAN Capabilities.

**** Next Change ****

6.5.5
Evaluation


This solution provides functionality to enable “self-learning” of UE RAN capabilities and mapping to UE Capability ID.

The “self-learning” functionality uses UE supplied RAN capabilities and matches them to a network determined Capability ID (that is then sent to the UE), this prevents maleficent devices to pre-emptively populate the database with incorrect mapping between Capability ID and RAN Capabilities.

Editor's note:
Further evaluation is FFS.

**** Next Change ****

6.6.5
Evaluation


This solution provides functionality to enable “self-learning” of UE RAN capabilities and mapping to UE Capability ID.

The “self-learning” functionality uses UE supplied RAN capabilities and matches them to the UE supplied Capability ID, this may allow maleficent devices to pre-emptively populate the database with incorrect mapping between Capability ID and RAN Capabilities – further functionality will be necessary for implementations to detect and reject such abuse.

Editor's note:
Further evaluation is FFS.

**** Next Change ****

6.7.5
Evaluation


This solution provides functionality to enable “self-learning” of UE RAN capabilities and mapping to UE Capability ID.

The “self-learning” functionality uses UE supplied RAN capabilities and matches them to the UE supplied Capability ID, this may allow maleficent devices to pre-emptively populate the database with incorrect mapping between Capability ID and RAN Capabilities – further functionality will be necessary for implementations to detect and reject such abuse.

Editor's note:
Further evaluation is FFS.

**** Next Change ****

6.8.5
Evaluation


This solution builds on top of solution 1 and allows UE Capability ID to be assigned by (serving) PLMN if Manufacturer UE Capability ID is not used.

This solution provides functionality to enable “self-learning” of UE RAN capabilities and mapping to UE Capability ID.

The “self-learning” functionality uses UE supplied RAN capabilities and matches them to a network determined Capability ID (that is then sent to the UE), this prevents maleficent devices to pre-emptively populate the database with incorrect mapping between Capability ID and RAN Capabilities.

Editor's note:
Further evaluation is FFS.

**** Next Change ****

6.9.5
Evaluation
From a signalling standpoint:

-
The use of a UE Capability ID with a delta set of UE Radio Capabilities is more efficient than the use of a full explicit set of UE Radio Capabilities

-
The use of a UE Capability ID alone is more signalling efficient than that of a UE Capability ID with a delta set of UE Radio Capabilities

A UE may have one or more UE Capability IDs available, but none able to represent the full set of UE Radio Capabilities it wishes to use at a given time. In this case, a delta set can be used together with this a UE Capability ID in order to avoid signalling this full set explicitly.

This solution provides functionality to enable “self-learning” of UE RAN capabilities and mapping to UE Capability ID.

The “self-learning” functionality uses UE supplied RAN capabilities and matches them to the UE supplied Capability ID, this may allow maleficent devices to pre-emptively populate the database with incorrect mapping between Capability ID and RAN Capabilities – further functionality will be necessary for implementations to detect and reject such abuse.

**** Next Change ****

6.10.5
Evaluation

Benefits:

-
The solution is designed to handle fully backward compatibility between RAN and CN, between RAN nodes, between RAN and UE, between CN and UE.

-
It offers the UE Capability ID mechanism as a way to optimise the transport of the UE Radio capabilities information in UE contexts quite significantly in both the CN and the RAN, it offers a succinct way for UEs to provide the UE Radio Capability Info over the Radio Interface.

-
It is fully open and not UE vendor dependent, it is fully network controlled and there is no need to provision a database with UE vendor specific information or maintaining it explicitly with the encoding of UE Capability IDs, as the UE Capability IDs can be automatically created and managed by UMF.

-
The URCF setting policy can be defined by the operator. An operator may tune at will what it is according to its criteria.

-
A PLMN-wide self-configuration of URCF in network nodes and UE Capability IDs is defined to avoid OAM based provisioning.
-
This solution provides functionality to enable “self-learning” of UE RAN capabilities and mapping to UE Capability ID.
-
The “self-learning” functionality uses UE supplied RAN capabilities and matches them to a network determined Capability ID (that is then sent to the UE), this prevents maleficent devices to pre-emptively populate the database with incorrect mapping between Capability ID and RAN Capabilities.
Requirement:

-
A new function needs to be introduced in the network to coordinate the allocation of UE Capability IDs and provide resolution/distribution of unknown/new UE Capability IDs and or URCFs.

**** End of Changes ****
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